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— RESRTE—

CUCTEMA BE3OITACHOM TOPI'OBJIA U BE3OITACHBIX ILUIATEXKEN

"[lokynarenu" BIafer0T MpaBaMy W TIOJTHOMOYMSAMHE, onpeaeneHapME "[lokynarensmu", mpu
COBEpIIICHUU MMH MOKYTIOK Ha calite https:/liuresorts.nook-onlinenow.net/index.aspx?Page=1
"Ormnara MOXeT OBITh IPOU3BEICHA C TOMOILBI0 KPEIUTHON KapThl MM IJIATEKHOW CUCTEMBI
iyzico ¢ momompio "KHomkm OGe3omacHoro Twiarexa'. B mmardopme mmaTexew,
OCYHLICCTBIIICMBIX C IIOMOLIbIO er,HHTHOﬁ KapThl, MCIOJIb3yCTCsS CHCTEMa 3D-Secure.
(Uadopmanmro o cucreme 3D Secure  System  MOXKHO HalTH Ha  caiite
http://www.bkm.com.tr/guvenli-sanal-alisveris.aspx. ITosicuenus k cucreme 3D-Secure MOXXHO
TaKXKe HAlTH B cTaThe 5)

KpenutHas xapra, KOTOpOoH NMPOM3BOIUTCA OIUIaTa 4Yepe3 CUCTEMY, JOJDKHA MpPUHAIIekKaTh
"Tlokynatento". Besi OTBETCTBEHHOCTD 3a IUIATEXKH, MPOU3BEACHHBIE C MOMOILIBIO KPEAUTHON
KapThl, He npuHaanexamen "[lokynaremo”, Bo3naraercs Ha "[lokynaTens".

Kaxnp1ii 3Tan KOMMYHUKAIMK PY TIPOBEJCHNH ONepaluii ¢ KpeAUTHBIMHE KapTaMH Ha HallleM
caiTe 3aluIlCH.

be3onacHocTb KOMMYHUKAIUMHU CTPAHUIIBI M ITOCETUTEIH

KommyHuKkanms Mexay caiiToM M IIOCEeTHTEJIeM Ha CTpaHUIaX 3aKa3a Hallero caira
ocymiectBisieTcst B 2048-0utHoM cranmgapre SSL. PaccmarpuBaeMbléi cTaHAApT CBS3H - 3TO
Ka4ecTBO, KOTOpOe OE€30MacHO HCIOJIL3YETCsl JaXe Ha caiTaXx ¢ OONBIIMM KOJIMYECTBOM
Tpanzakuuii. O Hanuuuu Takod (OpMBI KOMMYHUKAIMM Ha CTpaHWie, rue Oyner
HPEIOCTABIATECS MHOOPMAIHS O KPEIUTHOM KapTe, TOBOPHT TOT (haKT, 4TO B aJIpeCHOM CTPOKE
npHu 0OpaIeH|: K ATOM CTpaHuile HamucaHo B ¢popme https://, a we http://... . [Ipu obpamennu
K TaKOT'O poJia CTpaHUIIaM B PABOM HIKHEM YTITy Opay3epa Takke MPUCYTCTBYET 3HAK 3aMKa.

be3onacHocTh koMMyHukanuu Ctpanuna - bank

besomacHocTh, CcBsi3aHHas ¢ nepenadeil nHMOPMAIMM O KPEAWTHOW KapTe C caiiTa B OaHK,
peanu3yeTcs ¢ MaKCUMaJbHOM CTENEHBIO 3allIMTHI, IpeagaraeMoi 6ankoM. B pomonHeHue K
MHOTOUYUCJIEHHBIM KOMITOHEHTaM 3TOH 3alllUThl HA HAIIEM CalTe TaKKe HCIOJIb3YeTCs KOJ
CVV2 / CVC2 B kadecTBE Mepbl MPEJOCTOPOXKHOCTH OT COBEPIICHUS MOKYIOK C
UCIIOJIb30BaHUEM YTPaueHHOH KapThl MM HHPOPMAIIH O KapTe.

Be3onacHOCTb JaHHBIX BHYTPH CTPaHULIBI (caiiTa)

IIpu coBepiieHnu onepanuii B 3al[UIIIEHHON CpeJie HU OJIHO JIUIIO, YUPEXKICHUE U OpraHu3allus,
KpoMe Bac M 0aHKa, BBIJABIIECTO BaM KPEIUTHYIO KapTy, HE MOTYT MOJyYUTh AOCTYII K Balleu
uHpopMarmu. CTpaHUIAa TPAaH3aKIMU 110 KPEIUTHOW KapTe meperaeT MH(OPMAIUIo O KapTe
HernocpeacTBeHHO B POS-cuctemMy 0aHka M yBEJOMIISCT KJIMEHTA O PEe3yJbTaTe TPaH3aKIUH.
WNubopmanus 0 KpemuTHONH KapTe HE IMEpenacTcs MO SJICKTPOHHON MOYTE WU JAPYTUMHU
moxo0HbIME  criocoOaMu. Jloctyn kK uH(OpPMANMH O KPEIUTHOW KapTe, IEpEAaHHOH B
pe3yabTaTe OHJIAHH TpaH3aKIUU, HEBO3MOXKEH JJaXKe C HallIeH CTOPOHBI.
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5) HUudopmaums o Bamieii kpemuTHOW KapTe M IUIATeXM 3allumieHbl cuctemorr 3D Secure.
Cucrema 3D Secure, craBmas CTaHAApPTOM MAJs WHTEPHET-TIOKYNOK BO BCEM MHUpPE H
npeacTaBisiomas coobol Moau(UKaUI0 YUa U MUHA Ui BUPTYAIbHBIX MOKYIOK, TEmepb
BKJTIOUEHA B 3TOT CaiiT BMecTe ¢ MeXTyHapoJHOU TIaThopMOit 6e301TacHOCTH.

Yro Takoe 3D Secure?

Orta cucrema, paspaboTaHHas KoMmaHMsAMH Visa m Mastercard ¢ IeTbI0 TTOBBIICHUS
0e30MmacHOCTH MOKYTOK B MIHTEpHETE, MMO3BOIIAET MPH JTI000H IIIATeKHON ONepanuy mepeiTn
Ha caliT 6aHKa, KOTOPOMY MPHHAISKUT Balra kapra, ¥ mporecc MOATBEPKACHUSI MOXKET ObITh
OCYIIECTBJICH C MOMOIIBIO Taposis Barmieil kpeautTHo# kapThl. Takum o0pa3oM, Jaxe €ciu
HoMmep Bameli kapTel u3BecTeH ApyruM JuilaMm, Bel obecneunTte CBOKO 0€30MacCHOCTH B
ANEKTPOHHOM Cpelie, MOCKOIBbKY TOJIbKO BEI 3HaeTe CBOM mapoiib.

Hrak, B ueMm ke 6e3omacHoctb 3D Secure?

B cucreme 3D Secure mpu mpoBeieHUN BUPTYaTLHON IUTATEKHOM OTIEpaliiy OaHK 3aIlpamnBaeT
y BiIajesnbla KapThl IJIaTEXKHbIH Iapoib, KOTOPBI U3BECTEH TOJIBKO €My, U YCTaHABIUBACTCS
JUYHOCTH BIAJeNblla KapThl. DTO MpeAoTBpallaeT HCIOIb30BaHUE KapThl B HHTepHeTe
NOCTOPOHHUMU JIULIAMHU.

IMpenmymectBa cuctemsl 3D Secure

3amuTa: B HOBO cucteme mHpopMarusa o Barieil kapTe HaJeKHO 3alIHIIEHA, TaK Kak Bb
Oynere paciulauuBaThCS C TIOMOIIBI0 COOCTBEHHOTO IMApOJisi W TEPCOHANBHOH (hpa3sl
0e30MmacHOCTH KOTOPYIO BbI YCTaHOBHWIIY.

IapanTtus: TTOCKOJIBKY HUKTO, KPOME Bac, HE 3HACT BAIIIETO IapoJisi, Bl MOKYIKH 110 KapTe
OynyT Oosiee Oe30MacCHBIMH.

IIpoctas perucrpanus: 3aperucTpupoBaThCs B cHCTeMe MeXIyHapOTHOW TUIAT(HOPMBI
06e30macHOCTH OYE€HB MPOCTO!

besomacueie mokynku : Hama cucrema He Tpebyer wucmonb3oBaHus cookie-gaiinos,
MOCKOJIBKY B LIeJIsiX Barieid 6e30macHOCTH OHa 3aIyCKaeT OTACIBbHYIO CECCHUIO JIJIS BCEX HallluX
nocetruteneid. [loatomy Bam He HY>KHO BHOCUTh HUKAKUX M3MEHEHUU B HacTpoiiku Bamiero
opayszepa (Internet Explorer, Netscape u T.1.), 1 3Ta CHCTeMa HUKaK HE OTCIICKUBaeT Bac.

besomacHocTe nmaHHBIX: Besi koHGuaeHIManbHas W Ju4Has wWHGOpMaius, coOpaHHas y
MOJIL30BATENICH, XPAaHUTCS C COOJIFOJICHUEM BBICOYAMINUX CTAaHIAPTOB D3JCKTPOHHOH H
(u3uueckoil  0E30MaCHOCTH, WCIONB3YeTCI B  paMKax JCHCTBYIONIETO  TYPEIKOro
3aKOHOAATCIIbCTBA U MCKAYHAPOAHBIX 3aKOHOB, IIPU 3TOM JOCTYIl K CUCTEME MOXKET 6I)ITI)
MPEIOCTABJICH TOJBKO YIOJHOMOYCHHOMY TEPCOHATY M TOJBKO B 00SI3aTENILHBIX CIIyYasx C
pasperienust mone3oBarens. Caiir  https:/liuresorts.book-onlinenow.net/index.aspx?Page=1
00s13yeTcsi U TapaHTHPYeT HE pasrialaTh JHYHYI0 H KOH(PHUICHIMATBHYI HH(OpMAIHIO,
coOpaHHYIO CaliTOM y IOJIb30BaTeNIeH, O] JIIOOBIM MMEHEM, 10 JIF0OOW MPUYMHE U Tepes
JO0BIM cOOeCeTHIKOM 03 COTJIacHs MOJIL30BATENs, HE ITepPeIaBaTh ATy HH(POPMALIUIO TPETHUM
JIUIIaM ¥ HE UCTIOh30BaTh €€ KaKUM-TH00 00pa3oM.

Kakum 06pa30M odecneunBaeTcs 0€30MACHOCTD KPCIAUTHBIX KAPT HA HAIlIEM caiite?

Ham caiit ymenseT nepBocTeneHHOe BHUMaHUE 0€30TIaCHOCTH BIAACIbIICB KPEIUTHBIX KapT,
COBEPIIAINUX TOKYIIKHU C HAIIETO caiiTa. J[Jis 3Toro B HaIlel cucteMe Co3/1aH OT/Iel o 00proe
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C MOIICHHUYECTBOM C HCITOJB30BAHUEM KPEIUTHBIX KapT, KOTOPBIH MpoBepseT HHPOPMAIIHIO
00 orutare / cueTe / aipece JOCTaBKU OPOPMIICHHBIX 3aKa30B. [103TOMY JIJIs TOTO, YTOOBI 3aKa3bI
KJIHEHTOB, COBEPIIIAIONIMX MMOKYIKH C HAIIIETO caiTa, JOILIH 0 CTaJUH MOCTABKH U JOCTABKH,
HEOOXOMUMO MMOATBEPAUTh TOYHOCTh (DUHAHCOBOH HWH(POPMAIMM M OTHIPABUTH KIHCHTY
AIEKTPOHHOE COOOIIEHWE O TOM, YTO OHA O/M00peHa, a MPH HEOOXOIUMOCTH C KIMEHTAMH-
JIepKaTEIIMU KPEAUTHBIX KapT CBA3BIBAIOTCS MO TeC(OHY IS MPOBEPKH ITOH HHPOPMAITHH.

Ha wnamem caiite wucmons3yercss BupTyanbHas POS-cucTtema »IEKTPOHHOH TOPTOBIH,
ceprudunupoBanHas 1o mporokory 2048 o6mr SSL. MHbopmamms o KpeauTHOH KapTe,
WCTIIONB3yeMON IPH COBEPIICHWH TMOKYNKH, Immppyercs mo mportokory 2048 oOur SSL
HE3aBHCHUMO OT CaiiTa W MOCTYMMaeT B COOTBETCTBYIONIMI OaHK UIs MOATBEpKIAeHUs. Ecmm
WCIIONB30BaHUE KapThl MOJATBEPKIAAECTCA, TO MOKYIKH MpojoinkatoTcsa. [lockonmbKy HuKakas
uHQOpMaIU O KapTe He MOXKET OBITh MPOCMOTPEHA W 3alucaHa CalToM, MOMYYeHHE STON
WHGOPMAITUH TPETHUMH JIIIAMH TIPH JTFOOBIX 00CTOSTENHCTBAX UCKITFOYASTCSI.

N300pakeHne 3aMKa B IPAaBOM HIKHEM YTITy CTPaHHIIBI, Ha KOTOPOH BB BBOJUTE HH(OPMAIIHIO
0 CBOEH KpeIMTHOH KapTe, yKa3blBaeT Ha TO, YTO 3Ta CTPAHHLA 3aIIU(pPOBaHA C IOMOILBIO
nporokona SSL, a mpu HakaTWU Ha HEro - Ha TO, KAKOH KOMIIAHWHU TIPUHAAJICKUT ITO
muQpoBaHUe.

Basknble NyHKTBHI 0€30IIaCHOCTH NPU COBepPLIEHUM NOKYNOK B IHTepHeTe:

Bonpeku pacmpocTpaHeHHOMY MHEHHIO, HH(GOpMaUKsi O KPeIUTHBIX KapTax IMOJIb30BaTeleH
YacTo MoXuIiaeTcs B (U3NYECKOW cpene, a He BO BpeMs Mmokynok B Uuteprere. [losTomy,
noXxanyncra, OyAbTe OCTOPOKHBI MPH HCIOJIb30BAHMH KPEAUTHOH KapThl B MOBCEAHEBHOW
KU3HH, HE COOOMIaiTe APYTHM JIMIIAM HOMEpP KPEIUTHOW KapThl, CPOK ee JICHCTBUS U HOMEp
CVC (nomep GezomacHocTH). CalThl 3JEKTPOHHON TOPTOBIH, NMPUHUMAIONINE MEPbI MPOTHUB
MOILIIEHHUKOB, TBITAIOIINUXCA COBEPIIUTh IOKYNKH C IOMOIIBIO YKPAJCHHBIX JaHHBIX
KPEIUTHOH KapThl B TAKMX (PU3NUECKUX 00BEKTAX, KAK PECTOPAHbl M Mara3uHbl, CBI3bIBAIOTCS
C peabHBIM BJIA/ICNbLIEM KPEUTHOH KapThl, KaK TOJIBKO OOHAPY>KMBAIOT MOLLIEHHUKOB, B TAKUX
ciydasix Ioskanyiicra, OyapTe BO B3aUMOJCHCTBMM C HaMH. BHHMaTenbpHO HpoBepsiiTe
WHQOPMAIUIO B BHIITUCKE 32 MECSII; 00panaiTech B COOTBETCTBYIOIINE KOMITAHHUH TI0 TIOBOY
MOKYIIOK, KOTOPBIE HE UMEIOT K BAM HUKAaKOI'O OTHOILLIECHMS.

CoBepuiasi nokynku B WHTepHeTe, OoTnaBailTe NMPEeNNOYTeHHE 3HAKOMBIM BaM KOMIIAHUSIM.
[IpenmouunTaiite cailTbl ¢ MHGHOPMAITMOHHON JTUHUEH WK CITY>KOOH IMOJICPIKKY KIMEHTOB. Tak
Bbl CMOJKETE IOJIyYUTh MOAPOOHYI0 MH(POPMAIMIO [0 BCEM HMHTEPECYIOIIMM Bac BOIPOCAM.
OO0paraiiTe BHUMaHKE Ha JIEHCTBYIOMIUH agpec U Tele)OH KOMIIAHUM Ha caiite. Eciin Bb
coOupaeTech COBEPIINTD MOKYIKY B HE3HAKOMOW BaM KOMIIAHWUH, 3aMUIIUTE MEePe]l MOKYIIKOM
Bce Tene(hOHHbBIe/aipeCHbIC JAHHBIE Mara3uHa, B KOTOPOM BBl IIOKYIIA€Te TOBAp, U, €CJIH BHI HE
JIOBEPSIETE M, YTOUHHUTE JTaHHBIC TI0 TeIehOHY TIepe T MOKYIIKOM.



